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ABSTRACT 

This thesis demonstrates the use of Janus in modeling 
Military Operations Other Than War, MOOTW. Janus has many 
uses throughout the United States military. Lately, MOOTW 
have become a major percentage of the U.S. military’s 
Sr POomusce Using Janus to model these operations can help 
predict casualties, determine if new pieces of equipment 
make a difference in the operation, and help evaluate “what 
wis er Weooeraklons:. More importantly, CONGUCEING we 
Simulation before carrying out an actual exercise saves 
money and people’s time and effort. The threat of a 
BeCthogise Chemical attack 15 a very likely event in this day 
and age as demonstrated by the 1995 chemical attack in a 
Japanese subway. Current U.S. policy has allocated certain 
resources to assist local governments in the event of an 
emergency. Unfortunately, these assets can not immediately 
respond to a chemical crisis. Time waiting for these assets 
to arrive must be spent wisely to save lives. Local 
governments do not all have the same capabilities available 
tO respond to a chemical attack. Using a high resolution 
COMbae model su@h as Janus at the local level will help 


determine assets that will save lives and money. 
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1 INTRODUCTION 


A. PURPOSE 

The “pllrpose of this “thesis is to assist “local 
governments in crisis management by showing the capabilities 
Se a = Ntgm resolution comoac Simulation to model” Military 
Operations Other Than War (MOOTW). Because responding to 
terrorism within the United States 1S an example of MOOTW, 
developing the model can also simulate local community 
jectons. lhe cemmunity aSssees Wilt be the first to respond 
to the crisis, and therefore local governments must be 


prarimeca Lory such ane event. 


B: BACKGROUND 

The threat of a chemical terrorist attack in a 
populated area iS a very real danger to the United States as 
well as the rest of the world. Ve elOnae MQl e/a ESM NTE Ie Onole. Ie 
Security Strategy for A New Century, [Ref. 1], because of 
the United States’ military and weapons superiority, other 
Deol Ora terror. Sk OLOups ~may  reSOoriwtoO. tLerroristwwacns 
against unsuspecting Civilian targets instead of 
conventional military operations. With today’s advanced 
Freeomiicero)  wechnol og weecrrorists have Gihe sability ico 


collect information rapidly, communicate freely, and gather 


materials needed to produce chemical weapons. In) the Bast 
years, two examples have shown the need for the United 
States to develop and implement resources to deter this 
threat. On March 20, 2395 0a terroristyqreue toed s arin das 
in the Tokyo subway killing twelve and injuring more than 
5,000 peodles | Ref. Zi. “Ihe 1995 Wkhlanoma Cra bono geor. fie 
Murrah Federal Building shows that terrorism is not just a 
Major city problem, but can happen anywhere and at anytime. 
These two events show just how vulnerable the United States 
and the world are to a terrorist attack and chemical 
weapons. 

One of America’s reportedly best prepared cities to 
Gea wwithe Cereorist “attacks, New, York Weimer concie recs am 
exercise similar to the Tokyo subway gassing on April ll, 
1995-6 tne results Of ENiSemoe iotlce exerecisge were, alamming. 
Not properly assessing the nature of the emergency, fire and 
rescue personnel responding to the scene became casualties 
themselves because they did not don their protective masks 
ama protective clothing “before rushing to Bae aid cf the 
ViICEimss on Deécembery 7, )1b395 Fin) Bumweank “Galmiornia we 
Simulated release of a nerve agent in a hotel revealed the 
Same results. There were 300 dead and 500 injured in this 
training exercise. According to a News Advisory, [Ref. 2], 


published by the Chemical and Brovogical Weapons 


Nonproliferation Project; if chemical agents were used in 
the terrorist attack on the World Trade Center in 1993, the 
20,000 people in the building would have been incapacitated 
within three minutes and dead within six minutes. The 
accuracy of this statement depends on many factors that are 
not discussed at this time, but the statement does show 
what could happen if such weapons were deployed. 

Having seen the need for legislation dealing with 
America’s preparation to defend against and defeat a 
rerroimls t= chemical attack, the Domestic Preparedness 
Initiative (Public Law 104-201, September 23, 1996) was 
created. This law is commonly called the Nunn-Lugar-Domenici 
legislation. This law provides funding for the Department of 
Defense (DOD) to assist the ability of federal, state, and 
local emergency workers (first responders) in incidents 
involving chemical terrorism. Public awareness is the first 
Soon Ome Oeeime = fOr a chemical attack.™ Civilians must 
learn to identify the symptoms the human body experiences 
during a chemical attack. Not only will this save lives, 
but also help the initial emergency crews arriving at the 
location to have a better grasp of the situation and not 
become casualties themselves. One of the initiatives from 
this law was to introduce training programs designed to 


enhance the public’s awareness of chemical weapons and 


identifying chem@cal %Ssymptoms ’”™ Aneriee = eco! cesta ecutEo 
increase awareness 1S classes designed for city mayors and 
their councils. The classes will help develop awareness and 
decision making skulle wete" handle =a>™ chemical attack. 
Unfortunately, making the public aware is a difficult task. 
Many people find it hard to conceive that a terrorist attack 
could happe@ne@eanigatr heise) Sean ie eee ic Cia ice Come bipaic k 
could not be quickly repelled. 

Recently, several agencies have formed a union to 
execute the Domestic Preparedness Program developed by the 
Department of Defense in 1996. One of the missions of this 
program is to develop first responder abilities to react to 
Nuclear, Biological, Chemical (NBC) teirorism. To accomplish 
Hirs=msslon;, “training ~and@mock Vexererses = will occur = ine. / 
Gieres Withea~ goal, of traitmamg 120 -cieresmdurings enieommext 
three years [Ref. 3]. Other assets to assist in a terrorist 
chemical attack are being developed under the Department of 
Defense Plan for Integrating National Guard and Reserve 
Component Support for Response to Attacks Using Weapons of 
Mass Destruction published in January 1998, [Ref. 4]. This 
plan calis for the development of Rapid Assessment and 
im@atial Detection (RAID) elements in each state or 
territory. These teams will provide the Majer capability for 


the technical Department of Defense support. Some of the 


likely tasks that the RAID elements will assist first 
responders are early assessment and detection of a chemical 
agent, determining the concentration of the release, and 
determining the areas to evacuate. The goal is for the first 
element of the RAID team, the reconnaissance element, to be 
Smmsigke NOL gdakepwuhanme@eur hers akter thesrequest for Aelp 
is issued.{Ref. 4] This is a major issue, and possibly not 
achievable, since not all team members will be full-time 
members of the National Guard or Reserve unit. 

Regretfully, many lives can be lost within a four-hour 
window. In most cases the city and county resources will be 
the only available assets to respond immediately to a 
chemical attack when life or death could possibly be a 
difference of only a matter of minutes. AS expected, 
resources and funding for personnel, training, and equipment 
migermaltT resent in “each city. Larger cities have larger 
budgets, and more equipment than smaller cities. The more 
probable the attack in an area, the more personnel they have 
trained. Again, as shown in the Oklahoma City bombing, 
terrorist attacks are not predictable and not just targeted 
against the world’s largest populated areas. Small cities 
(igewlawoe eourist populations or locations with a large 
work time population are possibly as an attractive target 


to a terrorist as New York, Chicago, Los Angeles, or any 


on) 


other large metropolis. Maybe these smaller areas are even 
more of a target since the element of surprise of a chemical 
attack, and fewer assets and trained personnel to handle the 
situation would be expected. Because of the unpredictability 
of a terrorist attack all first responders must train and 
pac@euce as Much as possible. Experience has to be gained 
in order to achieve confidence in their matter On@iettC wen 
death decision-making skills. Simulations offer a mMenetagama, 
cheap way to test a city’s plan for responding to a Chemitecm 
aie kK; and to help acquire priceless experience in 


decision-making skills. 


ox JANUS MODEL 

Janus is used primarily as an Army wargaming simulation 
TO model brigade and below sized operations. It was 
initially used as a nuclear effects simulation model by the 
Lawrence Livermore National Laboratory of the University of 
California. Janus is a high resolution, interactives clo 
SeGCenastic, combat wargaming Simulation designed Ee 
analytically study doctrine, strategy, and weapon System 
development. Closed means the location of the opposing side 
is hidden to the other side until a system under otiat sadam. 
control detects the other sides system. {Ref. 5] This taxes 
tae user search and find casualties within an area ‘o7 ee 


tne model a more accurate portrayal of what wollld sacrum: 





happen in an emergency operation. The major advantage of 
Janus is the interaction allowed between the user and the 
model. The user can make real-time changes in the simulation 
at any time. This allows the user to see the effects on an 
Pesca eton lf LE 1S GCeone@ucked one way Or anotber. GE can also 
Ibe USed mon-interactively. This has advantages because 17 
reduces the variance of human decisions made during the 
exercise. Another advantage of Janus is the ability to 
create and move icons on actual terrain. The simulation uses 
@mgittzed terrain from the Natwonal Imagery and. Mapping 
Agency (NIMA) to display elevation and vegetation. Different 
types of roads, buildings, and cities can also be added so 
the operator’s simulation is as accurate to the actual 
terrain as possible. Because the terrain and urban 
characteristics of the area are represented within the 
model, Janus can realistically model movement and 
Vasibility. Icons such as victims, fire engines, ambulances, 
and police vehicles can be added to represent the different 
participants in the exercise. 

As mentioned earlier, Janus primarily simulates force- 
e@n-=force military operations, but can pay major dividends in 
helping analyze Military Operations Other Than War. Even 
Enouda (Jenis has limited chemical slay, thegimagination is 


the only hurdle in what can be modeled and analyzed. Janus 


can be used to compare different routes to see which is 
fastest and how much transportation is needed to most 
effectively transport casualties. Additionally, questions 


such as: 


e What would happen if a chemical attack occurred at a 


Giftereme Location imstead=ob Ene eme —xpecrca” 


e What would happen if a larger or smaller amount of 
chemical were used? 

These questions can be answered as well as others. The most 
important advantage of Janus to simulate a chemical attack 
is its outcome determination capability. This Game Nelle 
medical personnel and hospitals anticipate what they can 
expect if such an emergency occurred. Also, the simulation 
can help everyone visualize the total area that would be 
considered contaminated, and how many people would have to 
be evacuated. Janus currently is not available in a 
personal computer program due to the large demand it places 
on system resource requirements. However, because Janus is 
used extensively in the Army and Marine Corps, it is 
available to many communities where other chemical models 
are nol. Enormous benebius would be: damnea a sane military 
allowed. the ‘civilian sopuletion access Eo Wanus=. 2s iecal 
communities were allowed access to Janus, more community 


leaders could gain experience through the simulation. 


Finally, simulations have the potential to save a large 
amount of money and time. This saving could then be spent on 


more equipment and training needecd to prepare for a chemical 


ine dent. 
Der HAZARD PREDICTION AND ASSESSMENT CAPABILTY MODEL 
(HPAC) 


Because of Janus’ limited chemical capability, another 
model’s output will be used to supplement this thesis’ 
scenario. HPAC provides a model that can produce an area of 
the chemical spread based on the historical weather and 
terrain @ata of the tarqebeeweecet lar The Defense Threat 
Reduction Agency, (DTRA) is the proponent of this model. 
DTRA was formerly known as DSWA, Defense Special Weapons 
Agency. HPAC can also predict the expected number of 
casualties within the contaminated area. [Ref. 6] Figure 1 
Gisplays avlyplcal Ourpue {rom Jene HeAC modell ine Legend 
figure i displays the expected number of victims for a 
certain dosage amount. Also, from the graph we can determine 
where the expected amounts of the chemical will spread 
within the area. From the graph, the large area represents 
heweenreshnold amounwme: the ecemical, 1° mo-min/m os mie 
smallest oval represents an area where a person would 
receive a lethal dosage over 100 mg-min/m*. Dosage rates 


Eee Oe Ole cussed iiemigeceeerall imvGhapter 11. Using HPAC s 


output strengthens themaccuracy*ef the Janus model. We have 
valid patterns of the chemical dissipation based on 
historical weather data. Without this feature, we would 
have to rely on Janus, which does not allow as many weather 


factors to be considered. 


Terrorist Attack at Monterey, CA, Bus Station 
O.5kg Sarin Released @ 1m HOB, Predictive VWVx, 60% Dissem Eff 
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Figure 1. Output from HPAC Model 


Having determined the need for a local community 
response model, we develop a model to solve specific 
questions of the local response to a chemical attack asked 
in this chapter. In Chapter II we discuss how we develop a 


terrorist “scenario. Chapter fli discusses Mow we tmeercporare 


10 


eeomectrorise model into agardn resolution model. In Chapter 
IV we analyze the model’s output in an attempt to answer 
certain questions about the problem. Lastly, in Chapter V we 
make conclusions and recommendations about how to handle 


peaa Horrible event. 
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fi. TERRORIST eoeCoNAKIO DEVELOPMENT 


A. SCENARIO OVERVIEW 

Realizing that state and federal assetS are not 
expected to arrive at the site of the emergency until four 
hours after the chemical release is identified, the local 
emergency response team should establish a generic timeline 
for planning purposes. This helps all participants in the 
exercise understand how the local civil emergency response 
system works and what each participant’s role is in tke 
Operation. Using the baseline exercise conducted in Pacific 
Gmenwe, CalllroOosnia,miser.-/i), and aGmseussing the problen wee 


local officials and first responders; the following generic 


timeline was developed for the model. 


Sequence Stare Action Finish Time Notes 
Time 
Event 1 p= joveibhe Chemical B+ 10 moa 
i Pee aa a 


Event 2 H+10 main Symptoms He io: rae 
appear/ 911 
Called 
Event 3 H+15 min Police, H+25 min 
Fire, Amb 
arrive 
GOnrirm 
release 
= 













arrives 

Starccs Lo 
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ES 
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This timeline will serve as the basis for the event 
scheduling of the simulation. Since events in an actual 
exercise have many human factors involved with the sequence 
of events, the times serve as an event driver for the 
scenario and should be considered flexible for an actual 
event. The times and actions of the simulation represent the 
ideal performance by players in the scenario. Having the 
players use a different set of parameters and assumptions to 
exercise decision-making and training techniques would 
represent actual performance. For example, if firefighters 
had to search a larger area for victims because they did not 
know the exact radius of the chemical attack, the reaction 
times would be slower. In this study the intent was to base 
the timeline on the most accurate set of parameters and 
assumptions possible so most of the times are those 
presented in Reference 7. The chemical event times were 
Semived irem e€urrent chemical publications in ‘econJuUneETon 
with local first response leaders, [Ref. 19]. The modeling 
of these times will be discussed in detail in Chapter III. 

Having established a general timeline to follow, the 
scenario begins with the initial chemical attack. Once the 
rire department and HAZMAT team have identified and 
confirmed that an attack in fact occurred, casualties are 


collected and taken to a decon site for decontamination. 


Ins 


Using values from the established timeline, more emergency 
assets arrive and assist in the operation. Casualties are 
moved to the hospital once they have been decontaminated. 
For this simulation the contaminated area is known 
precisely. This means the emergency workers know exactly the 
radius of the chemical spread due to the wind and weather. 
This represents the best case scenario for determining 
casualties and where emergency assets are needed. Taking 
advantage of the “closed” attribute, the simulation can 
provide variations of the chemicai dispersal to allow the 
Dart LCi pants tO Prkeacklce pele mun Cec Som making Ssikailc we sises 
addsea Significant learning *capabilityerter thet partterpents 
Since not all communities have the same amount of chemical 
emergency training. Conducting the simulation can help 
Visualize the “Hot Zone”, the suspected contaminated area, 
to first responders and local authorities who have never 
experienced such an event. Also, the simulation helps 
quantify how many assets are needed to evacuate personnel 
Within the contaminated area. The decision-making 
experience gained from the simulation should reduce the time 
and effort of the first responders in a real emergency. For 
example, first responders should develop and train ways not 
to waste time trying to evacuate a larger non-contaminated 


area versus Ident iiayeenG and evacuating the actial 


iG 


contaminated area. Time could then be minimized in a real 
emergency and hence reduce the number of casualties. 

When the primary “Hospital used in this scenario has 
reached its maximum caring capacity for patients, additional 
patients will be taken by ground transportation to adjacent 
hospitals. Helicopters could be used if the situation 
dictates. One major drawback in using helicopters within the 
vicinity of a chemical area is that their rotor blades have 
mie waoOllity to Spread ehe chemmea! by “erveating GuSeoeot 


manic. 


Be DEPINETION OF > LERMS 

Before discussing the specific chemical used in the 
Simulation, certain terms must be defined. For more 
information on the subjects than what 1s provided refer to 
the noted references. 

ig Classification of Chemical Agents 

Chemical agents can be classified by their physical 
state, physiological action, or use. For example, a chemical 
agent’s physical state is a gas, liquid, or solid. Some 
examples of classifying agents by their physiological action 
are as choking agents, nerve agents, or blood agents. 
Lastly, agents can be classified by their use as either 
Meroe Of incapacitating. TOX1iC agents Scan cause dearh, ox 


serious injury. Incapacitating agents cause physiological 


iy 


or mental effects that can last for hours or days.[Ref. 8: 


pe 4) 


Dy Factors Determining Effectiveness of Chemical 
Agents 


Some factors that determine how long a chemical agent 
remains effective are weather, terrain, structures, method 
of “aGlSSipatton, “and physical” proper eltesa Or Sete wa cemer 
Temperature, wind speed, relative humidity, temperature 
gradient, and precipitation are the major weather conditions 
that effect chemical agents. For this simulation all weather 
factors were determined from historical data for the modeled 
Monterey areas Because of this; thesavchor wil norte go Iie 
great detail on how weather conditions effect chemical 
agent’s effectiveness. The reader can refer to Reference 9 
Pot amore: ditedepen Gicseilss hon. 

How the chemical agent is disseminated also plays a 
role in the effectiveness of the agent. Vapors do not last 
in an area as long as a liquid would. Physical-properties 
such aS vapor pressure and volatility determine the rate of 
evaporation of a chemical. Gases tend to disperse quickly 
after release presenting a short-term hazard whereas a 
jiguid will most likely have a longer effect.{Ref. 10:p.5} 
Vegetation, soil, and elevation of the terrain also 
contribute to the effectiveness of a chemical agent. 


Because this simulation occurs in an urban area, the terrain 
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ractors do not necessary apply. Urban areas can raise the 
temperature gradient of a chemical because of the enclosed 
asphalt and concrete area. Buildings can channel the 
eaenveal! dispersion by blockingm@airilow ames adjuisieing wind 
CuSrenm:s . These are just some the effects that first 
responders must handle when dealing with a chemical attack 
Pmeiiv@ean urban area. 

ce How Chemicals enter the Body and Dosage Levels. 

There are many ways that a chemical agent can enter the 
beady . Gases can be inhaled by any part of the respiratory 
macen TfEOm- elthner the nose or lings. sihe eyes,” Tuncgs, Vekin 
and especially areas of the skin where sweating is present 
absorb gases quickly. Wounds present an easy opportunity for 
a chemicai agent to enter the body. Chemicals can be 
ingested from contaminated food or liguids. The effects cf a 
chemical agent on the body can vary depending upon how the 
chemical was induced into the body and the amount of 
exposure. 

The dose of a chemical is absorbed into the body is 
usually expressed in milligrams per kilogram (mg/kg) of boay 
weight. When dealing with a chemical in a gaseous state, the 
two most common ways of discussing the dosage is the Median 
Lethal Dosage (LCts,) and the Median Incapacitating Dosage 


(Ict.,). The Median Lethal Dosage (LCts.) is defined as, “tne 


Ie 


dosage from a vapor or aerosol that is lethal to 50 percent 
of exposed, unprotected personnel at some given breathing 
rate.”{Ref. 8:0.9] The sMedian sincapsaecitesauing Wesage (1cr-,) 
is defined as, “the amount of inhaled vapor that 1s 
sufficient to disable 50 percent of exposed, unprotected 
personnel”.[{Ref. 8:p.9] The unit of measure to express these 
dosages 1s Md-min/m — This Umar OL Measueer so meciseO UD>ommrnc 
amount of the chemical in the air for a certain time divided 
by the area of the exposure. Dosages can be expressed using 
other measures. LCtoo 1S the dosage of a vapor that would 
kill 90 percent of exposed, unprotected personnel. 

As with every unit of measure there are human factors 
that affect the manifestation of chemical poisoning 
symptoms. A person’s rate of breathing or what activity the 
esrcon was doing at the time of the exposure are a few such 
examples. Because the body has the ability to detoxify over 
time,» sene andividual’s body -comoosit mem cam also’ Vary “tne 
@etual- Gese EMak a soerSOn vecelves. iin velms ee elle; eeeelcs 
Variables are not explicitly examined. The dosage values are 
based upon the amount of the agent a person receives 
DweaEh@noO val aeGate Of 1S) Miibers pepe minute cConGme hing Sergi 
aChivity. Examples Of “lie he wacrtivity are lubed Chea. Sennen 


OUGSICe tTawiwmmg, Of doing tdeskwork. The Chem cave oxin 7a Cr) 


Zo 


dosage also assumes a 70-kilogram person in a moderate 


Glimate with average humidity. [Ref. 8:p.9] 


ce TREATMENT 
As mentioned above, the body can detoxify certain 
chemical agents. Unfortunately, most agents have cumulative 
effects. This means that exposure to a very small 
concentration of a chemical, can cause death if the person 
remains in the exposed area for a sufficient period. Another 
case might be if the exposed person moves to an unexposed 
area and then receives another non-lethal dosage, the 
combined effect might be sufficient to kill him. An 
additional factor that makes treatment of a chemical attack 
Gifficult to manage is that the rate at which the chemical 
symptoms are displayed vary depending upon the chemical 
used. For example, blister agents can take up to 10-12 days 
before symptoms appear. [Ref. 8] 
Nerve agents as played in this study display symptoms 
almost immediately. Death Cam OCCUR Within ioe mintiwes, of 
exposure. To prevent this, antidotes must be administered 


within minutes of a person receiving the lethal dosage of an 


agent. Antidotes for a nerve agent are atropine and 2-PAM 
emloride. 2-=PeM re-stimulates the enymze 
acetylcholinesterase (AchE). AchE prevents the accumulation 


of acetylcholine after its release in the nervous system. 


NO 
}-3 


Acetylcholine is needed for voluntary muscles and nerve 
endings of the autonomic system and Many Structures Wien 
the central nervous system. Atropine blocks acetylcholine 


preventing its build-up in the nervous systems] ker, a] 


De SARIN 

The nerve agent sarin was used for this study. Nerve 
agents are the most useful to terrorists because only small 
amounts are needed to cause a substantial number of 
casualties. Sarin was the chemical used in the Tokyo Subway 
attack. Sarin (also known as GB, chemical name isopropyl 
methylphosphanofluoridate) is a colorless and ordorless 
liguid. Gwsmrader*™ diseevered = 1t in™“~Germany in 1939) slime 
chemical can be synthesized by a moderately competent 
@Seganle Schemice, swith Blamed! Vaboratory “facilities hor. 
hole 26 -1S “estimated Ene Cost per casuamety Using “a newve 
agent 15 approximately So008 dollars. §oarin asemost wae ess, 
absorbed through the respiratory system. Absorption through 
contact with the skin or eyes can still cause problems to 
the individual, but the absorption is slower except at 
higher environmental temperatures. Different symptoms of 
exposure to the chemical result depending on the 
concentration level. At a low concentration level the 
symptoms are: headaches, increased salivation, increased 


nasal secretion, constricting of the pupils, and trouble 


Zz 


breathing. At a high level of concentration the symptoms 
are: GOug and , greater difficulty breathing, increasea 
perspiration, nausea, vomiting, diarrhea, and effects on the 
muscular system. Death occurs by suffocation due to effects 
on respiratory musculature and respiratory center in the 
central nervous system. [Ref. 11] 

As a nerve agent, sarin has a very rapid rate of 
action. Death can occur within 15 minutes of the lethal 
dosage. The body has an extremely low rate of detoxification 
for this agent; therefore, sarin’s effects are considered 
eumelative. The LCtso respiratory dosage is 100 mMe-miey 
Besting and 70 mog-min/m being mildly active. The minimem 
effect of the chemical is shown at 1 mg-min/m>. Another 
interesting fact about nerve agents is that clothing exposed 
to the agents radiates the effects for 30 minutes attier 
contact with the vapor. If exposed to sarin, one should 
immediately flush the eyes with water and decontaminate 
clothing using a bleach substance such as typical household 
bleach. In most cases sarin will dissipate from an exposed 
area within a couple of days.[{Ref. 8] 

In summary, forming the initial timeline will establish 
the time sequencing for our scenario development. We must 
however be cognizant of sarin’s rapid effects on the body. 


Also, understanding what other factors induce change on the 


chemical spread must be taken into account. Having an 
understanding of how chemicals enter the body and what 
factors effect the spread of chemicals in mind, we move 


forward with our simulation development described in the 


next chapter. 
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III. MODEL/SIMULATION DEVELOPMENT 


A. CONCEPT 

The goal in any model is to create a simulation that 
accurately portrays what is suppose to happen and analyze 
possible future events. Because many parameters have not 
been eStablished, or they change frequently during a 
chemicals attack, thajgmatask soni Gilad sopeears Sccaent 1 Ccudec: 
Taking a second look at the problem, we realize that if we 
use established parameters with sound assumptions’ the 
croblem is quite simple. Also, we can use the information we 
gain in the Janus simulation to establish undetermined 
parameters that will help maximize time, personnel, and 
equ PMen i win che seventesotetia. real. Lensromi sie ciemuca 
emergency. We will use the initial timeline as our baseline 
for the model. As mentioned earlier, established parameters 
are from the Pacific Grove, CA exercise and current chemical 
references defining response times for chemical actions. 
Assumptions are made based on modeling the “best case” 
scenario in terms of response times and saving human life. 
Wanting to maximize the availability of data to be 
eo lected, Monterey, California serves as Veme Eocation Vier 


the simulation scenario. The bus station in the heart of the 
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city serves as the target at one of its busiest times of the 


day = 170@vhours: (ccait pie. 


la PARAME TERS 

As mentioned above, the timelines for the model were 
Gatherea fromthe Pacitic Grove, “GA exercise and cure ome 
chemical references defining response times for chemical 
actions. Some parameters were determined by the author’s 
own personal measurements. For example, the average time 
from the initial chemically contaminated area to the nearest 
hospital “is *saporosmmately Live wminutes  inesone Ydirec tion: 
This value was determined by actually timing how long it 
took to drive the distance. The average mean density 
population of the area for the model is 1,478 persons/ per 
square kilometer. This value was derived by using the latest 
Ces Us IMO Mila tom "ane elulalige the  Cile ise!) emo OU einen Vamos 
Monterey by the city’s area in square kilometers.[Ref. 12] 
This value determines the expected number of casualties per 
a certain amount of sarin as the chemical spreads through 
the area. 

The average density population value is not the most 
accurate number to use at the chemical release location. 
This 1s because a terrorist would most probably want the 
most populous area available to obtain high casualties. 


Observing the target area for ten days at a random time 


ZO 


between 1/00-1800 hours, the average population at the bus 
Ere. Wash) 4Oompmpecoole. sina swe el Gees meetecoeeemportant ir 
determining the initial number of deaths because of Sarin’s 
quick dissemination property. The following lists the 
parameter values used in the model. 
e The effects of the chemical are displayed within 10 
minutes. 
e 60% of the chemical released is disseminated in the 
air, while 40% remains in liquid form. 
¢ Total assets avai,sable wigmn the firet@erour hours 
Of thes I1ncidéNnt asset oweeere sengimes, aoe BaZa 
vehicies, six ambulances, seven police vehicles, one 
medivac helicopter, and three buses [Ref. 7]. 
e Assets will be deplcyed to the scene in packages 
ea lLled Strikes leans sve hassel Cea kGesiaiie | mice «= 


and five fire engines per team. 

e Strike teams are composed of the five most ready 
vehicles closest to the scene. 

e 55 firefighters are aveilable within the four-hour 
Cer lece 


e First ambulance, police, and fire vehicles arrive at 


Pie Scene Wl tlih =eemmeeliee se 


| 


The one way travel time from the accident site to 
Community Hospital of the Monterey Peninsula (CHOMP) 
As) Si vehberevs 

One way travel time from the accident site to 
Nativadad Memorial Hospital (NMH) is 38 minutes. 

One way travel time from the accident site to 
Salinas Valley Memorial Hospital (SVMH) ioe | os 
minutes. 

One way travel time from the accident site to 
Watsemvy lem Gommunity “Hospital S0eH) by Heltcopuer 
15 J enimnees Ret. / |e 

Helicopter turn around time from the hospital to the 
landingezcnesrs S4=minwwesmpRet 7k 

Helicopter refueling takes 16 minutes [Ref. 7]. 
Trvage race 1s 30= seconds per Minor fm7ury, and some 
Minwce per Major IMmyury Uncr. 7]. 

12 firefighters are needed to man and conduct the 
decontamination site. 

The decontamination rate is 12 persons per hour, or 
S7Persons per iS minwees [Rei. ci]. 

Three patients can be loaded in an ambulance in 2 


minutes [Ref. 7]. 
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Three patients can be unloaded from an ambulance in 
4 minutes. Of the three patients, only two serious 
Victims can be transported at one time [Ref. 7]. 

One minute is needed to restock the ambulance with 
medical supplies [Ref. 7]. 

Dead victims are ignored until all other casualties 
are moved to the decon site. 

The average population at the bus stop is 45 people 
at= the time, ,of the chemuGal attacks 

The average mean density population of the area for 
the model is 1,478 persons/ per square kilometer. 
Ambulances hole 32 gallons Sr fuel with a 
consumption rate of one gallon per hour stationary 
and consume nine gallons per hour while moving. 

Fire tpieks @hola aot MeGaltons OCReeetde! wee a 
cCOnsunp = Lon rate or elght gallons per hour 
stationary and consume 12.5 gallons per hour while 
meovimg:. 

Buses hodd: 90 “Gallons ot Vile wile aweencunpelon 
rate of five gallons per hour stationary and consume 


Me gallons per hour, whale mov ing. 


Be 


e Police motorcycles hold eight wea ones seebel Seed 
ones Of SP woalllcn™@ cer steur =stalttena., 
and consume 2 gallons per hour while moving. 

e HAZMAT vehicles hold 42 gallons of fuel with a 
consumption rate of .2 gallons per hour stationary 
and consume five gallons per hour while moving. 

e The medivac helicopter holds 362 gallons of fuel 
with a consumption rate of 148 gallons per hour 
stationary and consumes 148 gallons per hour while 


Menace 


Ce ASSUMPTIONS 

An assumption is a factor that makes the simulation 
viable reducing the human factor variability and other 
Unknow souneos, Of Perron. = ie = rol lov Mic > mL St Ol rlic 
assumptions made for this simulation. 


e Ambulances travel the posted speed limit. 


enn) =venreres at n-nowem=are LOC cient err elaine 


medical supplies. 


e Ambulance routes provide the fastest times from the 


accident location to the hospitals. 


* Police Cal “Start int rral triage bul Pees pce tomun On 


Site treatment [Ref. 7]. 
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Firefighters and ambulance personnel are equally 
able to perform on-site treatment [Ref. 7]. 

Because of breathing apparatus, only firefighters 
can treat and move caSualties until the patients 


have been decontaminated. 


Enough atropine is available 1B) treat all 
casualties. 
Additional transportation such as buses are 


available to carry patients to hospitals if needed. 
The weather will not change after the chemical is 
released. 

The area will be secured within one hour; hence 
casualties will be assessed only by the mean 
population density of the area. 

The HAZMAT team can determine the radius of the 
chemical precisely. 

Water from the decontamination site is controlled 
and does not cause any more contamination to the 
area. 

Victims showing more severe signs of the chemical 


eflecresmwi reCeorven accor tr sre 


ou 


The chemical@travels tChreu@ie them@eaiie ieee) hamenrct 
2./9 meters per second. The wind speed for this rate 
bs a constant eSieki lometers*pemenoutwiRet. sc! 

The decontamination site will be as close as 
possibile to the itetdent” leeariom se 9-<Ppecaite tne 
movement of the casualties. 

The first Strike team will arrive within 12 minutes 


ef the aCervare1Onmea es 

The second Strike team will arrive within 30 minutes 
Of ehe acm@ivalion@eal | . 

The third Strike team will arrive within 40 minutes 
Otte wena ee iiviaw 1 ON -ml enki 

Pasee h Ve aerrc vehicles will be used Te the 
contaminated area to gather casualties more quickly 
in scenarios with 100 or more casualties. 
Firefighters and their equipment will not be 
included in the total time of the operation (The 
exercise is complete once the last casualty arrives 
at the hospital). 

PSSSeCond “Aeeon stew eebemmeeootaolisied -ier an 


incident involving 50 or more casualties. 


D. CREATING THE SIMULATION USING JANUS 
Ie Terrain 


The simulation uses digitized terrain from the National 
Imagery and Mapping Agency (NIMA) to display elevation and 
MeGeraetion. Because of this, msehere were gmOUm—eany major 
problems ensuring accuracy within this spectrum of the 
Simulation. The author did create the coastline and various 
lakes within the area of operation. Figure 2 gives an 
overview of the area to be modeled and also highlights the 
major roads connecting the major hospitals in Salinas to the 
Monterey Bay area. Appendix A, beginning on page 75 depicts 
the modeled area after being created in Janus. 
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Figure 2. Overview Map of the Modeled Area 


“From Ref. [12]” 


3,2 


Developing the road network was the next task to ensure 
that movement of the simulation entities was accurate. 


Entering Janus’ Terrain Editor allows access to develop 


roads for the simulation. Two road types were developed for 
this exercise. The first represents the state Highway 1. 
The second represents the state and local roads. The major 


differences between the two roads are in the width and what 
speed can be obtained on each. Janus not only allows the 
modeler to determine such characteristics of the road 
network as width and type of pavement, but also the maximum 
speed that can be obtained while on that particular road. 
This aspect is absolutely necessary in helping to identify 
the times for casualty evacuation. For example an ambulance 
can exceed speeds over 70 miles per hour, but because of 
terrain, type of road or other constraints may be able to 


only to go half 1ts Maximum speed: 


2. Urban Areas 

To create the populated areas one remains in Janus’ 
Terrain Editor. Using a detailed map to determine the 
general shape and layout of the city is the best tool 
available. Janus also takes into effect the same movement 
considerations within the built-up area as it does with 
roads. TRIS iS as Very tdeslrable Eralt esimee Cucaeing erodes 


Within the city can be a very tedious task. This allows the 
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modeler to set established speed limits within the entire 
city and not draw every street within the city. The icons 
will move at the same speed within the city as they would on 
a created road. The modeler can then focus efforts on 
specific routes within the city to changemspeeds restrictions 
if so desired. The created routes are shown in Appendix A. 
Another useful feature of Janus is the ability to set 
line-of-sight parameters within the city. This allows the 
Moet LO adyust. Visibiliey witemamewthe city. This) visrbiary 
may be reduced because of buildings blocking the unit’s 
line-of-sight. This parameter depends on the height of 
surrounding buildings and the number of buildings within a 
Pere cular» anéea. Addime this teature with Janus” eltesea” 
property provides a realistic scenario where rescue workers 
must search the contaminated area for casualties. Since we 
are modeling the best case scenario, this aspect was not 
investigaced an detail in @ehis simulation, but Yather 
mentioned for future study in replicating actual performance 
or for exercises requiring decision-making by local leaders. 
One could combine the above-mentioned features with Janus’ 
Capability to model the effects on the individual in 
PEebective gear. The effects of a decision to, *conduce™ a 
detailed search of an area versus a quick search of the area 


could be examined. The effects due to individuals being in 
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protective clothing is dis@gussed in Meme detail "im seceion 
four —oRtbhwusKxchaptem 

ce Creating leons 

Creating the individual entities and systems that are 
used in the exercise is the most prominent role in 
developing the simulation. The author feels this area 1s 
where Janus is truly superior to other simulations. Having 
the ability »temmenteor, a parircular Units or coserve ian 
entire operation as it unfolds demonstrates valuable lessons 
that would be missed in analyzing simple numbers’ from 
Simul at ken «emitput. 

Creating an entity requires one to establish certain 
parameters within three different Janus tools. The first 
Simulation tool rs called@ene@symbor Editore™ Ins is" where 
the entity receives its cosmetic appearance. Most Janus 
systems already have an icon developed within the Symbol 
fe@letor, so by moGiieaimg Some CUurrememsyStemS 1 is *fairly 
easy to create figures such as helicopters and people. Using 
the mouse-driven drawing commands, other particular icons 
can be created such as fire engines and ambulances. 

The key to modeling each entity accurately lies within 
tne second simulation tool used called Combat Systems 
Database. Within Enis data SEGUE, the general 


characteristics of each entity are developed. The entity’s 
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maximum road speed, fuel consumption while stationary and 
moving, are examples of the information inputted for each 
system modeled. Other attributes that can effect the 
Simulation such as height, weight and the capability of a 
vehicle to transport people can also be represented. 

The last simulation tool, Force Definition, serves as 
eam Organizing file to store all the created participants for 
the simulation. This tool has features that make the model 
easier to develop and more cosmetically pleasing to the eye. 
The ability to define aggregates for each icon represented 
makes viewing the exercise easier to follow. For example, 
in this simulation, one person represents either i1 or 22 
people. The large number of participants, each represented 
by a Single icon would clutter the view and hide more 
interesting aspects of the simulation. This aggregation 
appears to have no harmful effects. Also through Force 
Definition, the model can easily add or delete units to 
compare different scenarios and investigate the significance 
of those differences. [Ref. 14} 

4. Miscellaneous Modeling Features in Janus 

After the above mentioned simulation tools are used for 
scenario development, the final parameters of the model are 
inputted in the Janus Workstation Display. This screen 1s 


the initial screen shown before the exercise begins. From 
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this screen the modeler can deploy the icons to their 
imMEtiale positions Swi eiemme che eGity. leonswecammalso be put 
into chemical protection representing breathing apparatus 
and protechive cloEuntnigw The eiteers or rns Sorted aero 
make the entities move slower and detect individuals with 
tess accuracy= 4)pREb er 6- po sn | 

Developing the initial routes for the icons is also 
made during this phase of the model. Figure 3 shows how 


these routes are created within the simulation. The timed 








Figure 3. How an Entity Moves on a Route “After 
ner. Four 


mode abiows the 1Cconm to. Stoo 2t aA Ceriain Dement sahomg wene 
route until the pre-determined time has elapsed. Using this 
type of node, ambulance routes were developed from the 
accident site to the various hospitals. This feature helps 


n reducing variance inputted into the model. For example, 


}~- 


S18 


the modeler may start a vehicle at one time during one 
scenario, but forget to start the vehicle at the same time 
Mele’ Tex ko rul olan —arntaALtens “ints “Ganry result’ in 
inaccurate data results. Using the time nodes, the modeler 
will not have to worry about keeping track of when to start 
and stop a vehicle, therefore variance from human error is 
reduced. 

Line-of-Sight (LOS) can also be measured for each 
entity. This feature enhances the model's realism. Figure 4 
deomects the |ZOS vuewang fan of an entity. The modeler can 
change the orientation and the width of the fan. Terrain 


and buildings are taken into account by Janus’ algorithm for 


PS Bans 


mine-en—-sight. For example, the broken line in figure 
shows where the unit’s line-of-sight is obscured by terrain 


Or an urban feature. 





Figure 4. SEntity s@line-of -Sightwe After Ref a5!" 


The final point discussed within this section is the 
capability of the Janus model to view areas of interest in 
the simulation that are not captured explicitly within the 
terrain file. The Command and Control (CAC) menu allows the 
modeler to add specific Somaphnics temen=— main simul aeaien 
screen. This function is how the various chemical dispersion 
patterns, hospital sites, and decon site are exhibited in 
the model. The graphics are drawn using the mouse-driven 
commands. In this manner the overlay of the chemical 
dispersion from the HPAC model was displayed on the viewer’s 


SCE. 


Je MODELED SCENARIOS 

Investigating the chemical attack size the modeled area 
Gould effectively handle, using the aforementioned 
parameters and assumptions, was one of the major interests 
in this thesis. To develop a sensitivity analysis, three 
different scenarios were created. The first scenario was 
designed to establish a lower bound on the number of 
casualties the system could properly manage within the first 
Four hoUmeOr rie memecaic: iio wesGcmetene, 22 casualties 
all receive a non-lethal dosage of sarin. The victims need 
to be decontaminated, and then evacuated to a hospital. The 


intent of this plan was to develop and validate the 
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parameters and assumptions of the model without over 
stressing the resources available. 

The next scenario was designed to stress’ the 
available resources, and make full use of additional assets. 
One hundred casualties receiving a chemical dosage between 
8,000 mg-min/m>’ to 1 mg-min/m’, provided the stimulus. 
Because the closest hospital to the site of the incident has 
limited laboratory resources, respiratory equipment, and 
physicians a patient rotation was developed. A patient 
rotation 1S how emergency decision-makers decide the number 
of victims that can be transported to the various hospitals 
within the area that will provide support for the accident. 
Mmiessgqoal Of ~the rotation is temnot deplete any of tne 
supporting hospital’s resources over the time required to 
mecac all the victims. "GG@remodelcamroltation correspends oO 
the actual rotation that emergency responders would try to 
Soaecolish. for eam actual ‘crisis tMavolvimg Mens enumbem gor 
victims. The modeled rotation 1s two severe and three minor 
oatients between Community Hospital of Monterey Peninsula 
(CHOMP), Salinas Valley Memorial (SVME) and Natividad 
Memorial (NMH) Hospitals. Severe is defined as a patient not 
being stable after the antidote has been administered. Minor 
is a stable victim, but one who has been exposed to enough 


of the chemical to display symptoms. Once the severe victims 


are evacuated, five miner patients cam GO ime Enewuolacicon. 
The emergency helicopter is used in this exercise to assist 
the transportation of victims. The intemte of the second 
scenario was to present a situation where resources outside 
the county would have to assist in the attack response 
because available resources would be exhausted by the large 
amount wot ev vermis. 

The last scenario follows the scenario mentioned 
above in concept, but the intent is to find the number of 
casualties the system could withstand within the initial 
four-hour period. This of course will be less than the 
number of victims from scenario two. The total number of 
assets used in the previous scenarios remain the same. 
Casualties receive a chemical dosage between 8,000 mo—-min/m 
TOMI im 1 ae nemcanicute= scenario Nelo; DU wae este sed 
area is reduced. By reducing the chemically exposed area we 
expose fewer people. This has the same effect as a terrorist 
releasing a smaller dosage of the chemical. The hospital 
rotation remains the same as scenario two, and the emergency 
heli cemecr esti rilres Critically ylckims EO hosoltals omrside 
Cie “GOUliey 

In summary, we have inputted all the parameters and 
made sufficient assumptions to allow us to create our model. 


When we run our simulation we can validate the model by 
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checking the simulation data against our established 
parameters from References 6 and 7. The three scenarios 
developed also helped validate our model by providing 42 wide 
range of data. We are now ready to collect the data and 
answer the questions we set out to answer at the beginning 
of this thesis which helps determine how local communities 
can better prepare for and handle a chemical terrorist 


Smicack. 
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IV. DATA ANALYSIS/ RESULTS 


A. GRAPHICAL AND STATISTICAL ANALYSIS OF THE DATA 

Before discussing the measures of effectiveness (MOEs) 
used in this simulation, a graphical and statistical 
analysis was conducted to see if the model’s output followed 
ae VOentifiable “type “Cf probabil ite, sa tceribveton.  Havenug 
conducted a reconnaissance from the incident site to the 
Various hospitals, we compare our simulation times with the 
times measured for travel to the different hospitals. 
Wanting to acquire a wide range of simulation data points 
for this parameter, we make our sample size as large as 
possible. The author conducted ten simulation runs for each 
scenario. Summing the number of hospital trips from all 
scenarios gives us a large random sample size to analyze. 
For example, the sample size for the number of hospital 
feetoss tO CHOMP for three Scenarios wes a LoOtalsor 7239 trips. 
From this data we can determine simple probability values 
such as the mean and variance of travel times to each 
hospital. With these probability values available, we can 
then explore our data graphically and numerically as 
described by the following analysis. It should be noted that 
analyzing numbers from the simulation is not the major point 


GivecienasSls within this thesis. The most substantial work 
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of this thesis was toe develop an aceurate model taaewloca: 
agencies can use to prepare for a terrorist chemical attack. 
Once the model is complete, examining the differences within 
the simulation output 1s just one of the future areas of 
work that could be studied in more depth. 

Table 2 shows the summary of statistics for all four 


hospitals used in the model. 


Hospital Type of Measured Mean Time | Variance Standard 
Movement Time From Modei (Sec)° Deviation 
(Sec) Runs (Sec) 


(Sec) 





Table 2. Summary of Statistics for the Simulation 


Because of the large sample sizes for each event, we should 
expect the data to capture the nature of their underlying 
GrstribuclLons-- Pveures 5,6,7/," and 3 "Orapiveat ycuselay tne 
results of each event. Each figure consists of four graphs 
of the data for movement to each hospital. The first graph; 
a histogram, gives a view of the distribution shape. The 


second graph 1s a boxplot that gives a clear representation 
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of the median (the solid white line inside the box), and the 
upper and lower quartiles (the lower and upper ends of the 
bors Each point from “ene data, Wealen @ceurs Outside 1.5 
times the interguartile range, 1s displayed as an outlier by 
a Single black horizontal line. The third graph is a density 
plot, whichiss another version OFPMMese boxplot exéept 
smoother. The “G@emsity plot showS»s@gemeewobability that a 
certain value within a particular interval 1s the area under 
he curve. HOmwilhistmeation, one can think of the density 
curves within this thesis as representing the distribution 
of time. For example, the probability that the time will be 
less than 300 seconds in figure 5 is the area under the 
Glieve to the Weft vot S007 The Touvta graph on Gach pagewis 
EQewGnantile-quantimte (qq) plete Ihe gq plot conc seen oree 
plot of the ordered values of the data against the quantiles 
ei Sa. Standard | normal distribuliom fee mean Zerowend 
Variance one.{Ref. 15: p.45}]. One of the uses of the qq plot 
is to compare an empirical distribution with a theoretical 
distribution. In our case, we compare our data against the 
nemmal distribution. If onr date is Similar fo rhe normal 
distribution the points from the data will closely lie along 
the diagonal line which represents the normal distribution. 


If the normal distribution does not fit our data the points 
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Figure 8. 


Reviewing the graphs for each event we see each set of 
data appears to follow the normal distribution as expected. 
The density plots and the guantile-quantile plots for each 
data set clearly shows this assumption. We do see some 
variance in the gq plots at the tails of each data set and 
the straight line representing the no@mem distribution. This 
is expected, because most data sets fit more accurately in 
the middle of the data sets than at the endpoints. This can 
be explained by the sample size of the data set as seen in 
figure 8. The smaller the sample size, the more samples are 
required before the Central Limit Theorem (CLT) takes 
effect. The CLT states, “that as the sample size (n) 
increases the sampling distribution of the mean becomes 
approximately normal, regardless of the variable’s frequency 


Guster Vout Veme The sampling distribution will be centered 
around the variable’s population mean uw, and the sample’s 


standard deviation approaches o/({n p> the Bizerialble’s 


population standard deviation divided by the square root of 
the Sample size. (Ret. \l/;pe27). Beealserommchis@madce, “we 
need another way to conclude our data resembles the normal 
SbinsNe icameyee sk clic This S2s*saceconpltsned Dy. Ehe CCht-squared 
Goodness of Fit test. Each sample was compared to the normal 
distribution with the mean and standard deviation taken from 


each sample. The test provides a p-value. This value 


a2 


BeMlLeSsemuS ENE = PprOodotti1by enmat 1f the nulPehypothesis were 
true that the test statistic would take a value as extreme 
Or more extreme than what is observed. The null hypothesis 
we best is that the normal distribution fits the data versus 
the alternate hypothesis that the standard distribution does 
not model the data. Equation 1 shows the equation used for 


COmpmzing the chi-squared stati siamese 


2 yk (observed, — exp ected \ 
oe expected, 


Equation 1. Chi-squared goodness-of-fit test 


Mine chi-square statistie 1s 8 dewermined by grouping Wehe 
number of observations into k groups. The observed counts 
in each group are then compared to the expected counts from 
the hypothesized distribution. In our case under the null 


hypothesis that the sample comes from the normal 


HiseGlouelon, 1t has ay (Gistrisutione with ko Pmdequce ome. 
freedom. For a predetermined significance level a (we will 
use a@ = .05), we reject the null hypothesis if our p-value 


is less than @. The results of the test are presented in 


Table 3. Because our p-value is higher than any significant 
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level, we cannot reject the null hypothesis. Therefore, we 


assume that the normal diStribueion fur soweur eaeae 


SAMPLE a STATISTIC DEGREES OF P-VALUE 
FREEDOM 


rote. 
Ome 0 


0.9408 





HELICOPTER ere oe 0.5105 


Table 3. Results of Chi-Squared Goodness of Fit Test for 
Testing Samples Against the Normal Distribution 


Realizing that in each ground transportation sample the 
mean time is faster than the author’s measured time, some 
may question the measured time’s accuracy. This perhaps can 
be explained as we are modeling the “best case scenario”, so 
human intangibles are not modeled. We are not modeling the 
effects of traffic or having to slow down at intersections. 
Also, we cannot model the variance that different drivers 
and vehicles would have on the mean time to each hospital. 
The helicopter sample is different than the parameter time 
defined in Reference 7 because actual flight routes and 


speeds were not known for the simulation. 
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aie CONFIDENCE INTERVALS 

Confidence intervals were determined to find an 
interval within which we are confident the true value of 
each sample’s mean lies with some degree of confidence. 


Table 4 displays the 99% and 95% upper and lower confidence 




















99% Upper 99% LOWER 95% UPPER 95% LOWER 


limits for each sample’s mean. 
CONFIDENCE | CONFIDENCE | CONFIDENCE CONFIDENCE 


SAMPLE MEAN 
LIMIT JME EAE IEG Sea LIMIT 










Table 4. 99% and 95% Confidence Intervals in Seconds for 
all Samples 


The differences between the two confidence intervals brings 
out one of the major advantages of simulation, the cost of 
gathering data to achieve a certain level of accuracy within 
the sample estimates. Coilecting data requires resources 
such as man-hours and money to be expended. To gain an idea 
of how much data needs to be conducted, analysts would like 
to compute a sample size sufficient to guarantee a certain 
level of statistical significance. Using the following 


formula we can determine the sampie size. 


DD 





Equation 2. Determining required Sample Size 
L represents a predetermined length (our case L = time in 
seconds), reguired to ensure the error in estimating the 


mean iS less thanmayspeci fiedeamount suber anaryectrs ecm le cine 
LO accepe.. 

This statistical concept brings eure two major 
advantages in using the concept of simulation to gather 
data: “Ihe tmz iS 1G Gives ene Medeter vamencapes se ileten 
to collecting the data besides having to spend enormous 
amounts of time and funds to conduct the true experiment. 
For example, Table 5 gives the required sample sizes for the 


four transportation samples. 


SAMPLE SIZE FOR SAMPLE SIZE FOR 
NME 





SAMPLE 







Table 5. Required Sample Size for Required Confidence 
Interval 


The sample sizes for SVMH, and NMH have a length L, of 10 


seconds. Because Equation 2 is calculated uSing each 
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sample’s standard deviation, CHOMP and the HELO sample have 
an L of 5 seconds. Table 5 shows the vast difference in the 
confidence intervals’ sample size. The smaller the desired 
length L, the larger the sample size must be. This means 
more resources spent to acquire the desired result. Another 
point of interest is looking at the confidence intervals in 
Table 4 one will see that the answer to which confidence 
interval to use is a difficult question to answer. Is it 
better to use a smaller sample size, or use more resources 
to gather a larger sample size that has more accuracy? This 
question is difficult to answer because the higher the 
desired degree of confidence, the longer the interval. fom 
Seren cninks Of the interval Gay terms Ckgeereci sion, mea 
dependable interval may be inaccurate if the endpoints are 
far apart. The gain in having a larger interval means a loss 
in accuracy. [Ref. 16: p.281]) The second major advantage of 
using the simulation concept is it gives a modeler a better 
feel for data obtained from an experiment. In most cases 
experimentation 1s only one valid trial at a time. 
Simulation can provide more information in less time because 
more simulations can be conducted within a certain time. The 
attentive data collector can then more clearly see patterns 
developing in the data that may go undiscovered if not for 


Meer epeliLion Ob COnGucLingw=zhne simulagien. 


ee MEASURES OF EFFECTIVENESS (MOE) 


‘lige MOE 1 ( Rate of people treated/ time of the entire 
process) 


MOE 1 was developed to determine the rate at which a 
person is treated for the entire evacuation process. The 
rate at which people are treated is very important to study 
for many reasons. The first reason is budget constraints. 
Communities have limited transportation assets and can only 
have a certain number of first responders able to react 
immediately to an incident because of budget limitations. 
Also, hospitals can only treat a limited number of victims 
within a certain time before their resources are consumed. 
By examining our data we can establish the treatment rate 
for our scenario. The modeler can then study the effects if 
more ambulances are used or other hospitals are used in the 
scenario. We can also see the effects if fewer assets are 
available. For example, two ambulances have maintenance 
problems and are unable to participate in the exercise. 
Studying the data, we find MOE 1 depends on three times: the 
time required to collect and anitially trea vrceims, 7ine 
time required to decon victims, and finally the times needed 
to transport victims to the various hospitals. Table 6 


displays the MOE value for the three scenarios. 
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SCENARIO MOE 1 # OF # OF BUS # OF AVG # OF 
PEOPLE/ aaa EVACS HELO TIME PEOPLE 
MIN ——— (MIN) TREATED 


Tatist[]@ [0 
eee 
P_3_[ 2932] 17 -*«| 3+ 4 CdYCi a =P 0 






i 





Table 6. Critical values for MOE 1 


Analyzing MOE ae two interesting results are 
discovered. The first point of interest 1s that the maximum 
number of victims that can be managed within the initial 
four-hour period is approximately 66. Using the same 
resources for all three scenarios we find that it would take 
approximately 341 minutes (5 hours and 41 minutes) to treat 
100 casualties. The second point of interest is within the 
MOE rate of the three scenarios. One would expect the second 
and third scenario to have a higher rate than the first 
because of the extra decon site established in scenarios two 
and three. The difference between scenario two and three 
lies within the number of bus evacuations. What the extre 
bus evacuation means to the simulation is that, if the decon 
Site can afford to have victims wait to be transported to 
hospitals in groups, it is faster than moving victims by 
ambulance. In other words, there is no time lost by making 
victims who are able to wait toe travel ina group of 12 or 
i5 rather than not waiting and moving by threes in 


ammullances. The actual Gi terrence Dep eoeon bho mEwo csecilae los 


oe 


is ~2 “persons “per” hour in” taver— Of - Une Feo cence oils 
transportation. We know the model accurately models the 
distances to the different hospitals as mentioned earlier in 
this chapter. We also have determined the MOE increases by 
transporting more victims together than in groups of three 
as displayed in the difference in MOE 1 betwéen scenarios 2 
and 3. From examining these conclusions we determine that, 
if we really want to increase our rate for MOE 1, we must 
have the assets available to establish at least two decon 
Sites. Hence, the increase in MOE 1 between scenario 1 and 
ae 


2. MOE 2 (Number of victims that die/ Total number of 
people evacuated) 


This MOE 1s important because we would like to know 
what could be done to minimize the number of deaths. As 
discussed in earlier chapters, the chemical will have 
GuesSipated within the first four@eoursmet the attaclgeso any 
advantage the first responders can gain to save time will in 
turn save lives. The second MOF parallels the first, but is 
more subjective. The reason for this subjectivity is due to 
Cie tannerne in Whieni them@body  reacrs@re. cChem@eavse as 
Gaseussed impChaptermeigee We also@analyzevene HPAC gimaehs and 
use the predicted Viceims fon varwous seoncentmat Vom es neverss 
of them@chemical GO Make Gur Vestimates Taome” 7 Ceoiens® tne 


EFitical Gata for the Mor. 
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SCENARIO # VICTIMS 7 eC TEMS t VEeTiIMs 
EVACUATED DIE DIE VBER ORE 
IND PALLY ——— 





Table 7. Critical Data for MOE 2 


mae coOlumn=titled ~“numeess.of “vuerrms. that. die aniimeiiy 
refers to victims exposed to the initial burst of the 
Ghemical and die within the first 15 minutes of the 
exposure. Even though the numbers may vary based on the 
GiecussSion from Chapter 11, this M@E brings Out [Tour Dpemmes 
©®& interest. The first deals. with the fisggst emergence, 
responders that respond to the accident. If these units have 
Mio neguipment yand training Co 2demeityeand werest Vier. 
Posei@an the £lrst MINUTES Of Vehne aaecicdeme, Milaves wiles 
saved. The second is the importance of having atropine 
available as soon as possible. If the drug was carried in 
small amounts by firefighters, the five victims that died 
within the total three scenarios before being deconed may 
have survived. The third is the importance of the HAZMAT 
team being able to determine the contaminated area and what 
type of chemical was released as quickly as possible. This 
will help focus the limited resources that are available 


Piwemeigeiine wlLar St hour OF —Enewattracic. 
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Lastly, one might wonder why the value for MOE 2 is the 
Samey for the filest ances eeend scenarios. Tne Veeasonee.: 
because the author assumed a linear relationship between 
response packages. Recall from Chapter III that for an 
incident involving 50 or more casualties, two decon sites 
were established, while an incident involving less than 50 
victims only one decon site was established. Because of the 
additional decon site the rate the model is able to handle 
casualties increases with the increase in victims. We see 
deqradarton Ins senew rate uwmeoms, ENG Laem BOT PM resoumGce>s sein 
scenario three. Notice that in scenario three the rate of 
death per total number of people evacuated is almost double 
the value for scenarios one and two. This shows the stress 
put on the system by the large number of victims and no 
change in the resources available. 


Sy. MOE 3 ( Average amount of time required to 
evacuate a casualty to the decon site ) 


The final MOE is significant because it analyzes one of 
Emme cCrimbercawerimes® “fron our Study of “eer irst SSMOE:. 
Dipwicding the emitical times into smaller intervals may lead 
COrw more” LinpObigant “~Lindings. whe third MOE” combines the 
parameters from Chapter III with what we found from the 
Simulation. MOE 3 is a combination of the response times to 
treat a Waetim sand Thee rimnetrequired [OpmieeS Castalries Vue 


Walk ime Group LO tme aecon site. LE a ewerimn Cannot walls, 
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Mom [irefignhters are "requrred to move ~Ehe victim by 
stretcher to the decon site. Figure 9 depicts the number of 
firefighters able to assist in the collection and treatment 

Ortmene VaGEinscmtover time. Recaliee@emecmeChapwer Iilethat the 
firefighters will arrive at the scene of the attack in 
Pstriwe” teams) consisting of l6men and 5 fire engines. 
Also, a maximum of three strike teams will be able to 
perterecipate = withim thewrrrst four Neurs of “TNE "incrdent. ine 
graph only shows firefighters that can aid in the collection 
of victims. The 12 members needed to establish each decon 
site are not included. TRES@X=axXlsm@s. in Minutes after eH— 
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Figure 9. Firefighters Available to Collect and Treat 
Victims Versus Time 


Because we have modeled the “best case scenario” the times 
are less than expected. Also, the times would be increased 
if we would have incorporated Janus’ “closed system” and the 
firefighters would have to conduct a vigorous search for 
victims before treatment is available. Table 8 displays the 
daitawscoiwbec VeGRe rt omaeMOE @aeeTable 8 GekbevecmeEneweuunlecr met 
victims collected and initially treated per each group 
movement to the decon site. FOr@examp le, Sim, Ene> Pigese 
scenario all victims were moved in one group to the decon 
Site. In the second scenario, it took the available 
firefi@maters threeseellectiomsyto move@all 66 viclims eemeic 
decon site. The third scenario took five collections to move 
abl POO) *ViGrEIinG wie “Ene (‘decom SllLeeeI me (season ThOEsyy eile 
increase in the number of movementS iS based on three 


Gb Vie uUS Lactore: 
Tne NiumMeemuenm ViLCrameon timer casces J) Beaten. seers le]. 


*  Inne* Gditierence. iny Ene. Ccakegery OO LeweEncuwm vicuIm 
(serious or minor) and the number of each category 
Oi LS wate 

e The number of firefignters available at various 


times in the model. 
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SCENARIO VICTIMS TOTAL TIME FIREMEN MOE 23 
MOVED MOVED TAKEN AVAIL/ (victims/min) 
WITHIN USED 
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Table 8. Collected Data for MOE 3 


Wie average Cime it Cooke EON Lramsport a’ Serreusly. ingured 
weceim of 'Tttler Of LOL aeOLOup Ob MIMOr ii iigmege yl CU iio 
Walk to the decon site was i2 minutes. Summing all the 
calculated data for MOE 3, we produced an average MOE value 
for the entire Simulation of 1.13 victims per minute. 
Analyzing the averaged MOE, the averaged value makes sense. 
As expected the rate increases, as more firefighters are 
able to assist. Also, the rate is severely hindered by the 
movement of one serious victim because it takes four 
firefighters to move one seriously injured casualty by 
litter as mentioned in Chapter three. Also, we must remember 


Chat one firefighter must stay with one critically injured 


victim during the entire evacuation procedure. This is why 
in the column tilted ‘Firemen Available/Used” not all 
firemen appear to assist in the evacuation, because they are 
assisting a»critical patwent. Lastly western ce Theme. 
constraint on this MOE is the foot speed of the victims 
themselves. For example the fourth entry in Table 8 has 12 
firefighters available for 19 minor casualties, but because 
of collection and the walking speed of the victims it takes 
the group 15 minutes to reach the decon site. 

Analyzing the data, we can make some very important 
observations. The first is that our data displayed the 
characCreristics Of gene “nomen probabiiity distribution, as 
we expected prior to the simulation. This helps validate 
the time from the site of the chemical attack to the various 
hospitals. The second observation is that we have explored 
three MOES that answered the proposed questions we had 
before we started the modeling process. Table 9 captures the 
three MOEs for the three scenarios. From Table 9, we get a 
Quantification, of adding “assers Co ehe mode iene snumecical 
MOE values are not what we should focus our analysis on, 
these values will change depending on human factors or 
assumptions _tna@t Olmwsimulakvon Cam Not Medel. YOuss tocus 
should be on where does our resourced response to the 


incident improve. For example, we saw the rate at which 


66 


victims dle versus total number of victims evacuated 
decrease by approximately a factor of two when the second 


Gecon Site was added to the simulation. 


SCENARIO / MOE aa. MOE 2. MOE as. 
Total number Rate of people Number of Average amount 
Ob wate tims treated/Time victims that of time 
of the entire die/Total required to 
process number of evacuate a 
people casualty to 
evacuated the decon site 


(People/Min) (Victims/Min) 





Table 9. Summary of Calculated MOE Values 


In summary, we have shown that we can use our data and 
model to see where additional assets could improve the 
evacuation process. This analysis has led to some very 
important recommendations that are addressed in the next 


Chapter. 
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ve CONCLUSIONS AND RECOMMENDATIONS 


A. CONCLUSIONS 

The objective of this thesis was to develop a high- 
resolution model that eouska effectively ald local 
governments in crisis management. This objective was met by 
aeeonplishing twor tasks. We created a simulation that has 
newly established local response entities like ambulances, 
fire apparatus and HAZMAT teams that can be usea for future 
Simulations. We also have created a terrain file that 
replicates the Monterey Peninsula and the surrounding area. 
Both of these major accomplishments now make modeling 
Civilian and mi liter, operations Wal why the area 
encompassing the Monterey Peninsula more accurate and user 
imaeenyG | iy. Secondly, we accomplished our objective by 
utilizing Janus to develop three simulation scenarios, using 
established parameters from previously executed crisis 
exercises. These scenarios were used to SOname& a 
sensitivity analysis on the maximum number of victims that 
the local agency’s resources could manage. The three 
scenarios consisted of 22, 66, 100 victims respectively. We 
also detected and analyzed the times it took to move victims 


from the chemical site to various hospitals. Lastly, we 
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discovered a rate it tock to move “casualluies bo meneomeceenr 
Site Under chemical condi raoms . 

The major concern of this study was devwelieemewe sof ete 
Mecqel, and then tG Shine Ehe Upper limit one ene nintene. 
Victims the systeme@ould erfectively trea, within they sie. o 
four hours ef theschemical jageack. We vheund Ehis Upper yoound 
to be Vapproxamately 66 victims. Li Saaiiay Cis CONS © tea ute oa inn 
the various scenarios were the time it took to decon the 
personnel, and the number of available firefighters to 
collect and assist the chemically contaminated victims. 
Finally, the model appears to replicate the parameters and 
assumptions from Reference 7. We cannot be totally sure we 
have 100% accuracy within the model since the exercise in 
Reference 7 did not include chemical play. One must remember 
that a model is just that; a model, and a change in the 


parameters will change the model’s results.[Ref. 18] 


ja RECOMMENDATIONS 

This high-resolution model has enormous potential to 
SroOntiweantly -cemurlbure=-Eeo  .the \ rraining wand sbi) set 
terrorist chemical attacks in urban areas. Awareness and 
training within the general jenbledbate: is the best 
recommendation one can possibly give on this subject. its 
citizens believe that it will never happen, when it does it 


will be too late. Sadly, this recommendation will never be 
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satisfied to the extent that it needs to be. The most 
important contribution the model could make is to provide an 
inexpensive tool for first responders to practice their 
decision-making skills. Using the model to develop actual 
scenarios to train community response agencies on, or before 
an exercise is executed would develop valuable experience. 
The author learned from conducting the simulation how 
important the communication structure must be within the 
local response network. This can also be readily shown in 
the model. Having individuals from different organizations 
participate ina simulation exercise force each organization 
to ensure the other members of the crisis action team 
understand that the decisions they make, or do not make, 
will effect the entire crisis management plan. Decisions 


_ 


like ambulance management and rotation of patients to 
various hospitals are easily integrated within the model. 
Learning how much and which type of equipment saves more 
lives is just another aspect that could result from model 
use. 

From the scenarios used for this study, we provide 
several Specific recommendations mond local agency 
preparedness. Because of the quick absorption of nerve 


@eeieeadls iru would be wise for Liretighters to carry a small 


amount of the antidote with them while collecting victims. 


This will hopefully stabilize more severe victims until they 
can be transported to the decon site. Having equipment on- 
hand that will allow for the quickest determination of the 
radius of the chemical spread and what type of chemical was 
released also will expedite the process. Giving policemen 
and emergency medical technicians some sort of protective 
equipment will not only accelerate casualty processing, but 
also protect these people since they will most likely at 
firsi se responGdimg to a MUEKY sSituallOmery SetlingwuS as many 
decon sites, as possible will also quicken the operation 
since decontamination iS a time consuming process. 

From the data, we also learned that it was not 
necessarily waiting for transportation that was a major 
Gonccisgne | OP Bnet eae Cale 1ms Tt was the number of 
firefighters available to set-up and man the decon site, and 
also collect and move casualties. Having more firefighters 
available would help this problem, or as mentioned above, 
more people with breathing apparatus. Laselive, eublogucal 
recommendation, but ome that 1S outsIGge Ehem@study ser Enis 
thesis is having more physicians and equipment available at 
the hospitals would also reduce the overall time of the 
operation. 

In closing, unfortunately many of the recommendations 


mentioned cost money. Using this model gives the community a 


cost-effective method to develop and study this type of 
event. The savings in training cost that the model provides 
could allow much needed equipment and personnel to be added 
to the community’s resources. A major use of the model would 
be to continue to mature vital decision-making skills. These 
decision-making skills will save human life in the event of 


eueerrorist chemical awBeac-. 
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APPENDIX A. SCENARIO IMAGES 


Selected images from the simulation appear in this 
appendix. The figures are grouped into four categories. 
The four groups are: General, Scenario 1, Scenario 2, and 
Scenario 3. A brief explanation of each picture is listed 


beside the figure number. 


General 
Figure Al: Overview of the modeled area 
Feegqure AZ: Enlarged view of the modeled area 
Figure A3: Satellite imagery of the chemical target site 
Figure A4: Enlarged satellite of the chemical target 
site 
Figure A535: Pretureswon the bus srop 
Figure Aé: Modeled entities’ icons 
Sseenario 
Figure A?7: View of area at H+4 minutes 
Figure As: Ambulance enroute to CHOMP 
Eveuees 29 Victims unloaded at CHOMP 


pes 


Figure 
Figure 


Figure 


Figure 
Figure 


Figure 


AO: 


All: 


Al?: 


Als: 


Bia: 


30 iho 


Scena lowz 


Victims moving Eo cdecon cijee 


Ambulance enroute to SVMH 


Victims loaded anto ambiance 


Scenario 3 


Helicopter NWenqmmg Vici ime 
Helicopter refueling 


Bus enroute to NMH 
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Figure Ai. Overview of Modeled Area 
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Figure A2. Enlarged View of the Modeled Area 
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Figure A3. Satellite View of the Modeled Area 
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Figure A4. Enlarged Satellite View of the Target Area 
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Figure A5. Pictures of Target Area 
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Figure A6é. Modeled Entities’ Icons 
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Figure A7. View of Area at H+4 Minutes 
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Figure A8. Ambulance Enroute to CHOMP 
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Unit System I/R Host Of! Fuel velo Otay Hid Sup Gre Chem 
27 =AMB 11 -1 Exp 93 54.0 7 
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Unit 2? has DISMOUNTED units: 





Figure A9. Victims Unloaded at CHOMP 
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Figure A10. Victims Moving to Decon Site 
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Figure All. Ambulance Enroute to SVMH 
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Unit S +S now MOUNTEO on unit, 25 





Figure Al2. Victims Mounted in Ambulance 
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Unit"39-T§ now MOUNTED on unit 3 
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Figure Al3. Helicopter Loading Victims 
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Transfer Fuel: SQ | 
Unit @@3 takes on 356 gallons of AVIATION THe ———. — 





Figure Al4. Helicopter Refueling 
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SIP Hospital 





Figure A1l5. Bus Enroute to NMH 
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BPPENDIAZ B. REVIEW Of eMODEL 


Dr. Russell C. Coile, Disaster Coordinator/Emergency 
Program Manager of Pacific Grove, California provided the 
author with the following comments about the simulation and 
the conclusions and recommendations of this thesis after 
reviewing the model on May 27, 1999. 

1. Scenario Overview - page 13. The estimated values 
in Table 1 seem reasonable considering the assumption of 
“ideal performance”. It should be realized that putting on 
and wearing HAZMAT Level A protection suits might slow all 
operations down. 

Dae Contaminated area - “For this simulation the 
contaminated area is known precisely (page 16). In actual 
operations, the Fire Department’s HAZMAT team will use an 
unclassified plume prediction computer program called 
“Cameo” which may not be as accurate as the HPAC program. 
Dr. Coile does not know how long it would take the HAZMAT 


team to get meteorological data and run the Cameo program. 


ae Parameters - page 26. Estimated parameters seem 
reasonable. However, a number of actual factors might 
degrade these estimates. For example, travel times to 


hospitals may be longer if people hear the radio about 


oS 


“terrorists” and traffic jams bulla Ups Inere Was yomero ee 
case in Richmond, California a few years ago when 22,000 
people stormed hospitals trying to get into the emergency 
rooms after a chemical accident. (Approximately 57 people 
were actually hospitalized.) Also, decontamination may take 
longer than estimated. More firefighters may be required to 
relieve the initial ones suited up in HAZMAT gear, etc. 

4. Assumptions - page 30. Seem reasonable, but similar 
cautions about the optimism should be raised. 

Sea co Meal Ones — “Pages - The Janus model with 
digitized terrain and icons gives an excellent graphical 


representation of the events. 


6. Graphical and statistical analysis of data - page 
45. The measures of effectiveness and results seem 
sensible. 

7. Conclusions and recommendations ~- page 69. The 


SOc US tems and recommendations seem appropriate and 
Supported by the data and analysis. | 

8. Overall comment. The model seems excellent. The 
PaGtriGy Grove Fire ePepartmene is — looking Geerward” to =a 
OPPSrEUn LEY tn the “fGEWzew COm wee wmiEne “mode lyeo exo Ome 
Various factors which Might result 2m more e®iective Tocal 
response to terrorist attacks using weapons of mass 


destruction. 
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